1/12 



FIG. 1 



17 



PROGRAM 
MEMORY 



^15 



MEMORY FOR 
STORAGE 



11 



CONTROL/ 

CALCULATION 

UNIT 



...18 



OPERATION 
UNIT 




14 



IMAGE 

PICKUP UNIT 



FIG. 2 



26 



PROGRAM 
MEMORY 



25 



MEMORY FOR 
STORAGE 



21 



CONTROL/ 

CALCULATION 

UNIT 



27 



OPERATION 
UNIT 




24 _28 




.,22 



OUTPUT 
UNIT 



FIG. 3 



y 3B 



___ c± cz. 

PROGRAM MEMORY FOR 

MEMORY STORAGE 



,35 



31 



CONTROL/ 

CALCULATION 

UNIT 







y 34 


^32 




OPERATION 
UNIT 




INTERFACE 
UNIT 




OUTPUT 
UNIT 





2/12 



FIG. 4 



10 



IMAGE GENERATION 
DEVICE 



(S402) 

SHARE 
INFORMATION 
Kc 

(S401) 




(S403) 



PRIMARY 

VERIFICATION 

DATA 



SPECIFIC ID 




(S404) 



20 

J 



VERIFICATION DATA 
CONVERTING DEVICE 




(S406) 
COMPARISON 



PRIMARY 

VERIFICATION 

DATA 



SPECIFIC ID 



IMAGE 
DATA 



PRIMARY 

VERIFICATION 

DATA 



(S405) 



DIGEST 
DATA 



SECONDARY 

VERIFICATION 

DATA 



i 

SHARE' 

INFORMATION 

Kc 

(S407) 

SECRET 

INFORMATION 

Ks 



(S408) 



SECONDARY 
VERIFICATION 
DATA 



SPECIFIC ID 



IMAGE 
DATA 



30 

J 



IMAGE VERIFICATION 
DEVICE 



(S409) 
PUBLIC 

INFORMATION Kp 




DIGEST 
DATA 



(S411) 



J L^- COMPARISON 



DIGEST 
DATA 



(S410) 



SECONDARY 
VERIFICATION 
DATA 



SPECIFIC ID 



IMAGE 
DATA 



(S412) 



DATABASE 



3/12 



FIG. 5A 



IMAGE 
DATA 





SIMPLE 
CALCULATION 





HASH 

FUNCTION 

H1 



















PRIMARY 

VERIFICATION 

DATA 



SHARE 

INFORMATON 

Kc 



FIG. 5B 



IMAGE 
DATA 



HASH 

FUNCTION 

H1 



ENCRYPTION 
IN COMMON 
KEY CODE 



PRIMARY 

VERIFICATION 

DATA 



SHARE 

INFORMATON 

Kc 



FIG. 6 



IMAGE DATA 




MOST 




LEAST 


SIGNIFICANT 




SIGNIFICANT 


BYTE 




BYTE 



SHARE 
INFORMATION 
Kc 



4/12 



FIG. 7A 



SPECIFIC ID 


SHARE 

INFORMATION 
Kc 


SECRET 

INFORMATION 

Kc 


001 


0x1111 


0x2222 


002 



















FIG. 7B 



SPECIFIC ID 


PUBLIC 

INFORMATION 

Kp 


001 


0x3333 


002 













FIG. 8 



IMAGE 
DATA 



HASH 

FUNCTION 

H2 



ENCRYPTION 
IN PUBLIC 
KEY CODE 



SECONDARY 
VERIFICATION DATA 
(DIGITAL SIGNATURE) 



SECRET 

INFORMATON 

Ks 



5/12 



FIG. 9 

( START ) 



^$91 



GENERATE IMAGE DATA 








lT S92 


GENERATE PRIMARY 
VERIFICATION DATA 






r S93 


GENERATE IMAGE FILE 
WITH PRIMARY 
VERIFICATION DATA 




i 


5 -S94 


OUTPUT IMAGE FILE 
WITH PRIMARY 
VERIFICATION DATA 





* 

( END ^ 



6/12 



FIG. 10 



C START ^) 



INPUT IMAGE FILE 
WITH PRIMARY 
VERIFICATION DATA 



EXTRACT PRIMARY 
VERIFICATION DATA 



GENERATE PRIMARY 
VERIFICATION DATA 



f -S101 



S102 



C -S103 



S105 



XL 



JUDGE IT AS HAVING 
ALTERATION 



TWO PRIMARY 

VERIFICATION DATA 

ARE COINCIDENT 
? 

YES 



S104 



GENERATE SECONDARY 
VERIFICATION DATA 



GENERATE IMAGE DATA 
WITH SECONDARY 
VERIFICATION DATA 



^S106 



,-5107 



( END ^ 



7/12 



fig. 11 



( START -) 



INPUT IMAGE FILE 
WITH SECONDARY 
VERIFICATION DATA 



^S111 



OBTAIN PUBLIC 
INFORMATION Kp 



-S112 



,-8113 



EXTRACT SECONDARY 
VERIFICATION DATA 



S114 



GENERATE DIGEST DATA 
FROM SECONDARY 
VERIFICATION DATA 



GENERATE DIGEST DATA 
FROM IMAGE DATA 



S115 



JUDGE IT AS HAVING 
ALTERATION 




JUDGE IT AS HAVING 
NO ALTERATION 



.-S118 



REGISTER RESULT OF 
VERIFICATION PROCESSING 
INTO DATABASE 



.--S119 



( END ^> 



8/12 



FIG. 12 



10 



l 



IMAGE 

GENERATION 
DEVICE 



20 


30 


VERIFICATION 
DATA 




IMAGE 

VERIFICATION 
DEVICE 


CONVERTING 
DEVICE 





FIG. 13 



10 



II 



IMAGE 

GENERATION 
DEVICE 



20A 



VERIFICATION 
DATA 

CONVERTING 
DEVICE 



20B 



VERIFICATION 
DATA 

CONVERTING 
DEVICE 



30 

IMAGE 

VERIFICATION 
DEVICE 



9/12 



FIG. 14 



1426 



J2 



-,1425 



PROGRAM 
MEMORY 



MEMORY FOR 
STORAGE 



cz. 

CONTROL/ 

CALCULATION 

UNIT 



,1421 





OPERATION 
UNIT 



1427 




1428 



A 422 



OUTPUT 
UNIT 



FIG. 15 



J21 



.1526 



y 1525 



PROGRAM 
MEMORY 



MEMORY FOR 
STORAGE 



.1521 



CONTROL/ 

CALCULATION 

UNIT 





_,1524 




INTERFACE 
UNIT 





10/12 



FIG. 16 



JL 



10 

y 



(S1602) 
SHARE 

INFORMATION 
Kc 

(S1601) 



IMAGE GENERATION 
DEVICE 



20A 




(S1603) 



PRIMARY 

VERIFICATION 

DATA 



SPECIFIC ID 



IMAGE 
DATA 



VERIFICATION DATA 
CONVERTING DEVICE 



(S1604) 



IMAGE GENERATION 


(S1610) 


DEVICE 





(S1611) 

PUBLIC INFORMATION Kp 



DIGEST 
DATA 



(S1613) 



DIGEST 
DATA 



^-COMPARISON 
(S1612) 



SECONDARY 
VERIFICATION 
DATA 



SPECIFIC ID 



IMAGE 
DATA 



($1614) 



DATABASE 



s 

30 



IMAGE 
DATA 




SECONDARY 

VERIFICATION 

DATA 



SPECIFIC ID 




PRIMARY 
VERIFICATION 
DATA 



SPECIFIC ID 



IMAGE 
DATA 



($1605) 



VERIFICATION DATA 
CONVERTING DEVICE 



COMPARISON (S1607) 




PRIMARY 

VERIFICATION 

DATA 



SECONDARY 

VERIFICATION 

DATA 



SPECIFIC ID 



IMAGE 
DATA 



(S1609) 



r u (S1606) 
j- 

SHARE : 

INFORMATION 

Kc 

($1608) 

SECRET 

INFORMATION" 

Ks 



PRIMARY 
VERIFICATION 
DATA 



SPECIFIC ID 



IMAGE 
DATA 



DIGEST 
DATA 



SECONDARY 

VERIFICATION 

DATA 

20B 



11/12 



FIG. 17 



( START ) 



RECEIVE IMAGE RLE 
WITH PRIMARY 
VERIFICATION DATA 



TRANSMIT IMAGE FILE 
WITH PRIMARY 
VERIFICATION DATA 



S1704 



RECEIVE MESSAGE 
WHICH SHOWS THAT 
IT IS ALTERED 



RECEIVE IMAGE FILE 
WITH SECONDARY 
VERIFICATION DATA 



OUTPUT IMAGE FILE 
WITH SECONDARY 
VERIFICATION 



-is 



S1701 



S1702 



S1703 




S1705 



.-S1706 



( END ) 



12/12 



FIG. 18 

( START ) 



RECEIVE IMAGE FILE 
WITH PRIMARY 
VERIFICATION DATA 



EXTRACT PRIMARY 
VERIFICATION DATA 



GENERATE PRIMARY 
VERIFICATION DATA 



IS 



S1801 



p 



-S1802 



.-S1803 



S1805 



TWO PRIMARY 
VERIFICATION DATA 
ARE COINCIDENT 

9 

YES 



JUDGE IT AS HAVING 
ALTERATION 



S1804 



GENERATE SECONDARY 
VERIFICATION DATA 



GENERATE IMAGE DATA 
WITH SECONDARY 
VERIFICATION DATA 



^S1806 



,-S1807 



